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Talk Overview

• CAN primer
• Heavy trucking
• ELD analysis
• Cyber truck challenge
• Summary of findings (This work is high level on purpose)
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Arbitration ID

8 byte (max) payload

e.g.  0x310#FFFF0102

A Very Brief CANBus Primer
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Trucking Overview

• US heavily depends on the trucking 
industry

• Regulations prevent drivers from 
driving too long and overexerting

• Checking logbooks is tedious
and they can be falsified
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ELD Requirements

• 444 pages of awesome
• Effective December 2017
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Insert Quality Assurance Requirements Here



8

Actually, There Is Some Good in 444 Pages…
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“Wow! 444 pages of 
requirements. That must be 
really difficult to get 
qualified. How do I do it?”

Self-Certification!

You Might Say:
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Over 70 Registered ELDs



11

Still Under Contention

New bill introduced to house:
H.R. 3282, the ELD Extension Act of 2017

“Many significant technological concerns remain 
unresolved, including certification of devices, connectivity 
problems in remote locations, cyber vulnerabilities, and the 
ability of law enforcement to access data.”
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ELD Acquisition

• ELDs from three manufacturers
• Consumer off the shelf
• Suppliers chosen at random
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https://app.bigroad.com/mobile-
signin-
redirector?emailAddress=foo@exam
ple.com&password=xaffbm

Off to a Great Start…



Hardware Analysis
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Software Analysis
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Software Analysis - Firmware
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Software Analysis - RE



Don’t Just Take My Word For It
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Cybertruck Challenge

• Students from multiple 
universities and community 
colleges

• 2 days class, 2 days hands-on
• No previous exposure or 

experience
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• Extracted firmware over SWD
• Identified lack of encryption
• Basic Dynamic analysis with 

GDB

Student opinion of device security:
Low to non-existent

Student Results



Conclusions
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Security Overview

• Devices shipped with debug enabled
• Firmware easily accessible for analysis

– Development strings present
– Use of banned functions

• Lack of secureboot
• Lack of encryption for communications

Basically a general failure to follow cybersecurity best practices



30

Potential Impact

• Heavy Trucking is critical infrastructure
• What happens if the device is locally vulnerable?
• What happens if the device is remotely vulnerable?
• What about backend infrastructure?
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Potential Impact

• Daniel Suarez – “The Daemon” is not that far out there
• A problem in Denver can affect trucks on the East coast
• ELDs are arguably easier to spoof than logbooks
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Someday This Will Be Me
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• Electronic Logging Devices that 
replace driver logbooks are 
mandated by US Government

• These devices are heavily 
commoditized and fail to follow 
almost all cybersecurity best 
practices

• The impact to US critical 
infrastructure is real and remote 
connectivity without cybersecurity 
considerations is a threat
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