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Who Am I?  

•  Ruben Santamarta  
•  IOActive Principal Security Consultant 
•  Reverse engineering, research, embedded, software, ICS, smart 

meters… 
•  rubens@ioactive.com 
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Satellite Communications 
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Maritime 

Aerospace 

Industrial Military 

Emergencies Media 
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+ 

Space Segment 

Ground Segment 
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Affected Vendors 
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Methodology 
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Ideal Research Environment 
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Reality 
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Actual 
Research 
Environment 
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Static Analysis 
•  Information gathering 

•  Datasheets 
•  Multimedia material: videos, presentations, pictures … 
•  Success cases 
•  Manuals 
•  Press releases 

•  Reverse engineering 
•  Mapping features into code 
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Reverse Engineering 
•  Software 

•  Configuration, management, upgraders, setup... 
•  Firmware 

Device Firmware Software 
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Vulnerabilities 
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Hard-coded Credentials 

Backdoors 

Insecure Protocols 

Undocumented Protocols 

No patches 
 

It’s not a bug. It’s a feature. 
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AIR 
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Aircraft 
Control 
Domain 

Airline 
Information 

Services 

Passenger 
Information & 
Entertainment 

Services 

Passenger 
Owned Devices 

Entertain the Passenger Airline 
Operations 

Control the 
Aircraft 

SATCOM 
  SDU+SBU 

Aircraft Data Networks Domain Model 
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FAA Special Conditions 
 

 
http://www.gpo.gov/fdsys/pkg/FR-2008-01-02/html/E7-25467.htm 

Boeing Model 787-8 Airplane; Systems and Data Networks Security— 
Isolation or Protection From Unauthorized Passenger Domain Systems 
Access 
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http://www.cobham.com/about-cobham/
aerospace-and-security/about-us/satcom/
cockpit-and-cabin-communication/products-
and-services/swiftbroadband-systems/
aviator-700d/aviator-700d-product-sheet.aspx 

Cobham – AVIATOR 700D 
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AVIATOR Satellite  
SwiftBroadBand Unit (SBU) 

•  ECOS + T&T Layer (MIPS) 
•  No L but many traces J 
•  Massive attack surface 
•  MMI (Xavante Lua Web Server) 
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Cobham – AVIATOR 700D Install Manual 
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MMI Security Clarifications 
•  Cobham claims it is impossible to attack the SBU through WiFi, since  

physical access (a maintenance port) is required.  
•  AVIATOR’s MMI uses ‘lua_is_aero_cm_write_protected as an 

authentication mechanism. This function verifies if the maintenance port is 
connected but can be easily bypassed. Also, its documentation states that  
any LAN/WLAN interface can access the MMI. 

•  AVIATOR protects part of the Flash Storage (FS) in the Configuration 
Module (CM). Write access is triggered through GPIO hardware when the 
maintenance port is connected. Firmware files are located in a separate 
FS. 

•  AVIATOR’s SBU firmware checks the CM’s write protection status only 
when updating certain settings. It does not check it when updating 
firmware files and other settings, such as during administrator password 
resets. As a result, the SBU can be attacked through WiFi.  
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MMI Security 
Secure MMI by adding a disabled HTML attribute to inputs or buttons 
when: 
•  The user is not properly authenticated, or 
•  The functionality requires a connection to the maintenance port 

and the user is not connected 
Firmware upload authentication: 
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MMI Security 
 
Predictable Admin Reset Code CVE-2013-7810 –  
SAILOR/AVIATOR/Explorer 
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MMI Security 

lua_reset_admin CheckResetCode 
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•  Device serial number: Hex, 16-bytes, padded with 
zeros 

•  Redacted hard-coded string: “kd04rafIOACTIVE”, 
16-bytes 

import md5 
m = md5.new() 
m.update("\x12\x34\x56\x78"+"\x00"*12) 
m.update("kdf04rafIOACTIVE") 
m.hexdigest() 

MMI Security 
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Firmware Update through the SBU’s MMI 

/lua/lib/upload_image.lua 

1.  dl.init    
2.  dl.feed 
3.  dl.finish 
4.  dl.reboot 

POST /upload_image process: 

/lua/lib/xavante/config.lua 
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Firmware Update Implementation 

1.  dl_init initializes the /dl directory to hold the files. 
2.  dl_feed writes and handles the firmware TAR file received in the POST request. 

The TAR file contains a manifest file in the format “0xchecksum filepath”. 
3.  dl_finish verifies checksums for the MAIN_CPU file, which contains the SBU 

firmware, and verifies the MAIN_CPU file is for the right platform. If everything 
is ok, the current version is moved to MAIN_CPU.old and the new one is 
copied to /MAIN_CPU. 

4.  dl_reboot reboots the terminal to complete the operation. 
 

manifest 
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Exploring Attack Vectors 

ARINC-404a 

SDU 

Physical Connection SBU-SDU 
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LLH Protocol 

Length 

Internal Communication between Boards/Threads(Message Queues) 

OpCode Dest Src 
2 bytes 2 bytes 1 byte 1 byte 

Data 

Packet Header 

Id 
1 byte 

Seq 
1byte Length-8 

•  Dozens of OpCodes 
•  Boards: HSU, H+, SBU, HPA, HSD 
•  SDU <-> HSU, H+, SBU, HPA, HSD 
•  SBU <-> SDU 

•  OPLLH_SBU_SATELLITE_LOGOFF_RSP      OPLLH_SBU_POWER_REQ (EIRP Allocation)   
•  OPLLH_SBU_SATELLITE_LOGOFF_IND       OPLLH_SBU_START_REQ 
•  OPLLH_SBU_SATELLITE_REPORT                OPLLH_SBU_READ_POWER_LEVEL 
•  OPLLH_SBU_START_REJ                 OPLLH_SBU_START_CAL 
•  OPLLH_SBU_START_ACK                 OPLLH_SBU_POWER_MEASUREMENT 

Payload 
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AVIATOR 700D – SDU Backdoor 
•  PowerPC. No symbols. Quite a few traces. J 
•  The SDU can be configured through the MCDU 

or a full-feature handset. 
•  Some functions are restricted, so a PIN is 

required. 
•  According to the documentation, three levels 

exist:  
•  Normal user 
•  Super user 
•  Service provider 

•  According to the firmware, a backdoor exists. 
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Backdoor 
Authentication 

Legit  
Authentication 

AVIATOR 700D – SDU Backdoor 
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Legitimate authentication: 
 
•  Each PIN is locally stored after it is “transformed” through a 

series of logical operations. The transformation process uses 
the SDU’s  serial number to obtain different values for a 
single PIN, and a fixed 24-bit value. 

•  When a user enters a PIN, it goes through the same 
algorithm. It then goes through a comparison.  

     

Backdoor Generation 
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Backdoor authentication: 
 
•  For backdoor authentication, an opposite approach is used: 

•  The PIN is always “615243”. 
•  The serial number is “Backdoor”. 

•  To prevent backdoor PIN reuse, these values are used: 
•  ICAO 24-bit address. Each registered aircraft has a 

different address. 
•  Current date (year-month-day). The hard-coded PIN is 

transformed using this algorithm and then compared 
against the PIN the user entered. 

 

Backdoor Generation 
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SEA 
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ThraneLINK Insecure Protocol 
CVE-2013-0328 
“ThraneLINK is a sophisticated communication protocol that 
connects the SAILOR products in a network, offering important 
new opportunities to vessels. It provides facility for remote 
diagnostics and enables access to all the SAILOR products from 
a single point for service. This results in optimized maintenance 
and lower cost of ownership because less time is needed for 
troubleshooting and service. Installation is made easier as 
ThraneLINK automatically identifies new products in the system. 
The uniform protocol is an open standard which provides a 
future proof solution for all vessels “ - Cobham  
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ThraneLink 
•  Discovery (SLP) 

 
•  Management (SNMP) 
    1.  System configuration 

2.  Software download 
3.  Diagnostics report 
4.  Logging 
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ThraneLINK – Spoof devices 
---6006_C.reg--- 
service:device.thrane://192.168.1.7,en,65535 

device-vendor=Thrane & Thrane 

device-model=6006_C 

device-serial-no=123467890 

device-sw-version=1.00 

device-product=SAILOR 6006 Message Terminal 
Inmarsat-C 
device-sw-build=666 

---6006_C.reg---- 

$ slpd -r 6006_C.reg 
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ThraneLINK - SNMP 

SubAgent Schema 
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ThraneLink Software Download 
oid_ttSoftwareDownloadProtocol  oid_ttSoftwareDownloadControl  
oid_ttSoftwareDownloadIpAddress  oid_ttSoftwareDownloadStatus   
oid_ttSoftwareDownloadPortNumber  oid_ttSoftwareDownloadErrorDescription 
oid_ttSoftwareDownloadFileName  oid_ttSoftwareDownloadProgress 
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ThraneLink Firmware Update 

1.  Create malicious firmware.  
2.  Set up a TFTP server. 
3.  Send SLP requests to discover a 

device. 
3.  Send SNMP requests to: 

•  Set the TFTP server IP 
•  Set the file name 
•  Set the DownloadControl variable 

4.   Have fun. J 
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TIIF – Cobham’s SAILOR Firmware  
File Format 

MAGIC 

STREAM 0 

STREAM n 

… 

ClassID: 4 Hdr Size Body Size Name 
Body CRC Version ID Data 

Hdr CRC 

ClassID: 1 Hdr Size Body Size Name 
Body CRC Version Timestamp ID 

Hdr CRC 
Data 
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Demo  

Two ways to update firmware: 
•  Physical: USB 
•  Remote: ThraneLink   

Winner 

Three firmware streams: 
•  root.cpio 
•  var.cpio 
•  app.tar.gz 

SAILOR 6006 
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Demo  
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http://www.amsa.gov.au/forms-and-publications/publications/gmdss-handbook-2013.pdf 

Global Maritime Distress and Safety System 
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Operational Requirements of Integrated 
Radio Communication System  
(A.811/2.4)  
 
The IRCS shall:  
 
1. Comprise at least two GMDSS 
workstations each connected to each 
GMDSS radio-communication sensor 
over a network or connecting system… 
 
6. Be protected against the effects of 
computer viruses. (November 1995) 
 

http://www.imo.org/blast/blastDataHelper.asp?data_id=23894&filename=811(19).pdf 

Cobham SAILOR  
GMDSS Console 

Demo  
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SAILOR Mini-C Backdoor - CVE-2014-2941 
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http://www.gmpcs-us.com/multimedia/gmpcs/pdfs/GMPCS%20-%20SAILOR%206110%20Mini%20-%20C%20GMDSS%20Terminal.pdf 

SAILOR Mini-C Backdoor - CVE-2014-2941 
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Actually, There are Six Levels… 
maincpu-omap_minic.linux-gnu-gcc.arm.elf' 

•  normal 
•  super 
•  sysadm 
•  distb 
 

Documented Undocumented 

•  prod:joakim 
•  dev1:caribien32 

Configuration: 
RestoreFacDefPswData(TPswData *) 
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Thrane &Thrane Over-the-Air Command 
(T&T OTAC) 

Detect OTAC Message 

“,\TTOTAC\” 
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T&T OTAC Authentication 

1.Documented accounts: 
•  Check passwords in clear text 
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T&T OTAC Authentication 
2. Undocumented accounts:  

•  Use a hard-coded password that is encrypted 
•  Encryption/decryption routines are based on the terminal’s  

PCB number, which is unique per terminal.  
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OTA Commands 
•  48 commands exist. 
•  Each command belongs to one of 46 

Shell command categories, including   
Setup, SSAS, Tx/Rx, EGC, and 
Distress/Alerts. 

•  Each Shell command category needs 
an authorization level (four 
documented and two undocumented). 

•  Undocumented accounts have the 
highest privileges. 

•  Some commands require a privilege 
level that is only granted by 
undocumented accounts. 
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Attacking Inmarsat-C 
•  ThraneLINK remote firmware upgrade 
•  Repurpose binaries to generate malformed frames 
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LAND 
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Inmarsat BGAN Terminals - Hughes 
•  VxWorks 
•  USB, Ethernet, WiFi… 
•  BGAN Stack 

•  GateHouse: www.gatehouse.dk 
•  Hughes firmware 

•  Deployed with symbols 
•  CRC 
•  Updated through FTP 
•  Debug, test, in-house functionalities 

•  Different vendors 
•  Harris 
•  JRC FB 
•  … 
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Zing Protocol - CVE-2013-6035 

4 bytes N bytes N bytes 

00 00 00 05 00 08 00 00  00 00 01 00 

Read Memory Address Length 

Function ID Parameters 

•  Undocumented binary protocol 
•  Inmarsat BGAN (Harris, Hughes, JRC FB) terminals and Thuraya IP 
•  1827/TCP 
•  Dozens of functions: antenna, GPS/DSP/FPGA, memory, 

communications 
•  Complete terminal control  
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Zing Protocol - CVE-2013-6035 
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Hard-coded Credentials - CVE-2013-6034 

•  FTP/Shell access: 
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Hard-coded Credentials - CVE-2014-0326 

•  Thuraya IP 
•  FTP/Shell access 
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Hughes Admin Code Backdoor 
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Hughes Admin Code Backdoor 
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Hughes Admin Code Backdoor 
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WebUI Authentication  

mmi_wms__handle_security_admin_entry  
mmi_wms__handle_security_admin_change  

Admin login handled by: 
 

Legit 
Password 

Two ways to authenticate: 

Backdoor 
Password 

atc_ifac_man_authenticated_admin_code 
Backdoor: 
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Admin Code Backdoor Derived from UT’s IMEI 
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SMS Authentication  
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https://s3.amazonaws.com/gwx_hughes/uploads/b2c09f10-9f11-0130-febf-4040a5068ef5/Hughes_9502_BGAN_M2M_System%20Integrators%20Guide%20Version%201.5%20100512.pdf 

SMS Authentication  
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ATCO: AT-supported Commands 

http://www.hughes.com/AT_Command_Reference.html 

•  … 
•  _IGETFW 
•  _IUPDFW 
•  .. 
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"Future firmware releases would be uncommon, meanwhile any such modem 
update will qualify for no charge over-the-air (OTA) upgrades saving customers 
time and money." 

http://www.hughes.com/technologies/mobilesat-systems/mobile-satellite-terminals/hughes-9502-bgan-m2m 

atc__igetfw_exec 

•  FTP: fup.bgan.inmarsat.com 
•  Username: BGANUSER 
•  Password: 1nmarsat 
•  APN: update.bgan.inmarsat.com 

ATCO: AT-supported Commands 
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Enhanced Security Mode 

9502 

9201 
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9201 
Legit Password 

Backdoor Password 

Backdoor: mmi_sec_authenticate_admin_code 
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9502 
Legitimate Password 

Backdoor Password 

Backdoor: mmi_sec_authenticate_admin_code 
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Backdoor: mmi_sec_authenticate_admin_code 
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Demo 

BBC’s journalists using Hughes 9201 during Ukrainian conflict 
https://twitter.com/pmarsupia/status/438084883643396096/photo/1 
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Cobham Vendor Responses 
•  “[…] From a network security perspective, Cobham devices 

can therefore only be subject to attacks if the attacker has 
either physical access to the device or segment or the 
network has been installed incorrectly” 

•  “All Over-The-Air (OTA) commands require user 
authentication based on specific passwords to the specific 
terminal. No hard-coded credentials can be used in any 
case. User authentication is required for each individual 
command set so there is no possibility to exploit another 
user’s credentials”. 
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Iridium Vendor Response 

“We won’t fix that.” 
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Hughes Vendor Response 
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Hughes Vendor Response 
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Conclusions 

•  If someone can remotely or physically reach your SATCOM  
devices, it’s over. 

•  Backdoors are insecure. 
•  Hardcoded data is insecure. 
•  Avoid using insecure protocols 
•  Digital signatures are great! 
•  We are just scratching the surface and have a long way to go. 
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  Thank you for coming! 


