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Introduction  
Car security research is interesting for a general audience because most people have 

cars and understand the inherent dangers of an attacker gaining control of their vehicle. 

Automotive security research, for the most part, began in 2010 when researchers from 

the University of Washington and the University of California San Diego [1] showed that if 

they could inject messages into the CAN bus of a vehicle (believed to be a 2009 Chevy 

Malibu) they could make physical changes to the car, such as controlling the display on 

the speedometer, killing the engine, as well as affecting braking. This research was very 

interesting but received widespread criticism because people claimed there was not a 

way for an attacker to inject these types of messages without close physical access to the 

vehicle, and with that type of access, they could just cut a cable or perform some other 

physical attack.  

The next year, these same research groups showed that they could remotely perform the 

same attacks from their 2010 paper [2]. They showed three different ways of getting code 

execution on the vehicle including the mp3 parser of the radio, the Bluetooth stack, and 

through the telematics unit. Once they had code running, they could then inject the CAN 

messages affecting the physical systems of the vehicle. This remote attack research was 

ground breaking because it showed that vehicles were vulnerable to attacks from across 

the country, not just locally. The one thing both research papers didnôt do was to 

document in detail how these attacks worked or even what kind of car was used. 

Shortly thereafter, in 2012, the authors of this paper received a grant from DARPA to 

produce a library of tools that would aid in continuing automotive research and reduce the 

barrier of entry to new researchers into the field. We released these tools [3] as well as 

demonstrated physical attacks against two late model vehicles, a 2010 Ford Escape and 

a 2010 Toyota Prius. The same tools have been used by many researchers and are even 

used for testing by the National Highway Traffic Safety Administration [34].  

Our 2012 research assumed that a remote compromise was possible, due to the material 

released by the academic researchers in previous years. Therefore, we assumed that we 

could inject CAN messages onto the bus in a reliable fashion. In addition to releasing 

tools, we also released the exact messages used for the attacks to encourage other 

researchers to get involved in vehicle research. Besides releasing the tools and 

documenting the attacks, another major contribution of ours was demonstrating how 

steering could be controlled via CAN messages. This was due to vehicles evolving since 

the previous research to now include features like automatic parallel parking and lane 

keep assist which necessitated the steering ECU accept commands over the CAN bus. 

This demonstrates the point that as new technology is added to vehicles, new attacks 

become possible.  

The response from the automotive industry, again, was to point out that these attacks 

were only possible because we had physical access to the vehicles in order to inject the 

messages onto the bus. For example, Toyota released a statement that said in part ñOur 
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focus, and that of the entire auto industry, is to prevent hacking from a remote wireless 

device outside of the vehicle. We believe our systems are robust and secure.ò [4] 

In 2013 we received a second DARPA grant to try to produce a platform that would help 

researchers conduct automotive security research without having to purchase a vehicle. 

Again, the focus was on getting more eyes on the problem by reducing the cost and effort 

of doing automotive research, especially for those researchers coming from a more 

traditional computer security background. [5] 

In 2014, in an effort to try to generalize beyond the three cars that at that time had been 

examined at a very granular level (2009 Chevy Malibu, 2010 Ford Escape, 2010 Toyota 

Prius), we gathered data on the architecture of a large number of vehicles. At a high level 

we tried to determine which vehicles would present the most obstacles to an attacker, 

starting with evaluating the attack surface, to getting CAN messages to safety critical 

ECUs, and finally getting the ECUs to take some kind of physical action [6]. In the end we 

found that the 2014 Jeep Cherokee, along with two other vehicles, seemed to have a 

combination of a large attack surface, simple architecture, and many advanced physical 

features that would make it an ideal candidate to try to continue our research.  

A 2014 Jeep Cherokee was procured for the research described in this paper as we 

wanted to show, much like the academic researchers, that the attacks we had previously 

outlined against the Ford and Toyota were possible remotely as well. Since the 

automotive manufacturers made this such a point of pride after we released our original 

research, we wanted to demonstrate that remote attacks against unaltered vehicles is still 

possible and that we need to encourage everyone to take this threat seriously. This paper 

outlines the research into performing a remote attack against an unaltered 2014 Jeep 

Cherokee and similar vehicles that results in physical control of some aspects of the 

vehicle. Hopefully this additional remote attack research can pave the road for more 

secure connected cars in our future by providing this detailed information to security 

researchers, automotive manufacturers, automotive suppliers, and consumers. 

  



 

Copyright ©2015. IOActive, Inc. [7] 

Target ï 2014 Jeep Cherokee  
The 2014 Jeep Cherokee was chosen because we felt like it would provide us the best 

opportunity to successfully demonstrate that a remote compromise of a vehicle could 

result in sending messages that could invade a driverôs privacy and perform physical 

actions on the attackerôs behalf. As pointed out in our previous research [6], this vehicle 

seemed to present fewer potential obstacles for an attacker. This is not to say that other 

manufacturerôs vehicles are not hackable, or even that they are more secure, only to 

show that with some research we felt this was our best target. Even more importantly, the 

Jeep fell within our budgetary constraints when adding all the technological features 

desired by the authors of this paper.  

 

Figure 1: http://www.blogcdn.com/www.autoblog.com/media/2013/02/2014-jeep-cherokee-1.jpg 

  

http://www.blogcdn.com/www.autoblog.com/media/2013/02/2014-jeep-cherokee-1.jpg
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Network Architecture 
The architecture of the 2014 Jeep Cherokee was very intriguing to us due to the fact that 

the head unit (Radio) is connected to both CAN buses that are implemented in the 

vehicle.  

 

Figure 2: 2014 Jeep Cherokee architecture diagram 

We speculated that if the Radio could be compromised, then we would have access to 

ECUs on both the CAN-IHS and CAN-C networks, meaning that messages could be sent 

to all ECUs that control physical attributes of the vehicle. Youôll see later in this paper that 

our remote compromise of the head unit does not directly lead to access to the CAN 

buses and further exploitation stages were necessary. With that being said, there are no 

CAN bus architectural restrictions, such as the steering being on a physically separate 

bus. If we can send messages from the head unit, we should be able to send them to 

every ECU on the CAN bus. 
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CAN C Bus 

¶ ABS MODULE - ANTI-LOCK BRAKES 
¶ AHLM MODULE - HEADLAMP LEVELING 
¶ ACC MODULE - ADAPTIVE CRUISE CONTROL 

¶ BCM MODULE - BODY CONTROL 
¶ CCB CONNECTOR - STAR CAN C BODY 
¶ CCIP CONNECTOR - STAR CAN C IP 

¶ DLC DATA LINK CONNECTOR 
¶ DTCM MODULE - DRIVETRAIN CONTROL 
¶ EPB MODULE - ELECTRONIC PARKING BRAKE 
¶ EPS MODULE - ELECTRIC POWER STEERING 
¶ ESM MODULE - ELECTRONIC SHIFT 
¶ FFCM CAMERA - FORWARD FACING 
¶ IPC CLUSTER 
¶ OCM MODULE - OCCUPANT CLASSIFICATION 
¶ ORC MODULE - OCCUPANT RESTRAINT CONTROLLER 
¶ PAM MODULE - PARK ASSIST 
¶ PCM MODULE - POWERTRAIN CONTROL (2.4L) 

¶ RADIO MODULE - RADIO 
¶ RFH MODULE - RADIO FREQUENCY HUB 
¶ SCM MODULE - STEERING CONTROL 
¶ SCLM MODULE - STEERING COLUMN LOCK 
¶ TCM MODULE - TRANSMISSION CONTROL 

 

CAN IHS Bus 

¶ AMP AMPLIFIER - RADIO 

¶ BCM MODULE - BODY CONTROL 
¶ CCB CONNECTOR - STAR CAN IHS BODY 
¶ CCIP CONNECTOR - STAR CAN IHS IP 
¶ DDM MODULE - DOOR DRIVER 
¶ DLC DATA LINK CONNECTOR 
¶ EDM MODULE - EXTERNAL DISC 
¶ HSM MODULE - HEATED SEATS 
¶ HVAC MODULE - A/C HEATER 
¶ ICS MODULE - INTEGRATED CENTER STACK SWITCH 
¶ IPC MODULE - CLUSTER 
¶ LBSS SENSOR - BLIND SPOT LEFT REAR 
¶ MSM MODULE - MEMORY SEAT DRIVER 
¶ PDM MODULE - DOOR PASSENGER 
¶ PLGM MODULE - POWER LIFTGATE 

¶ RADIO MODULE - RADIO  (Not a Bridge) 
¶ RBSS SENSOR - BLIND SPOT RIGHT REAR 
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Cyber Physical Features 
This section describes the systems used in the 2014 Jeep Cherokee for assisted driving. 

These technologies are especially interesting to us as similar systems have been 

previously leveraged in attacks to gain access to physical attributes of the automobile [3]. 

While we believe these technological advances increase the safety of the driver and its 

surroundings, they present an opportunity for an attacker to use them as a means to 

control the vehicle.  

Adaptive Cruise Control (ACC) 

The 2014 Jeep we used in our testing had Adaptive Cruise Control (ACC), which is a 

technology that assists the driver in keeping the proper distance between themselves and 

cars ahead of them. Essentially, it makes sure that if cruise control is enabled and a 

vehicle slows down in front of you, the Jeep will apply the brakes with the appropriate 

pressure to avoid a collision and resume the cruise control speed after the obstacle 

moves out of the way or is at a safe distance. The ACC can slow the vehicle to a 

complete stop if the vehicle in front of it comes to a stop. 

Forward Collision Warning Plus (FCW+) 

Much like ACC, Forward Collision Warning Plus (FCW+) prevents the Jeep from colliding 

with objects in front of it. Unlike ACC, FCW+ is always enabled unless explicitly turned 

off, giving the driving the added benefit of assisted braking in the event of an anticipated 

collision. For example, if the driver was checking Twitter on their phone instead of 

watching the road and the vehicle in front of her came to an abrupt stop, FCW+ would 

emit an audible warning and apply the brakes on behalf of the driver.  

 

Figure 3: FCW+ 
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Lane Departure Warning (LDW+) 

Lane Departure Warning Plus (LDW+) is another feature used to ensure driver safety 

when driving on the highway. LDW+, when enabled, examines the lines on the road (i.e. 

paint) in attempt to figure out if the Jeep is making unintended movements into other 

lanes, in hopes of preventing a collision or worse.  If it detects the Jeep is leaving the 

current lane, it will adjust the steering wheel to keep the vehicle in the current lane. 

 

Figure 4: LDW+ 
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Park Assist System (PAM) 

One of the newest features to enter the non-luxury space in recent times is Parking Assist 

Systems (PAM). The PAM in the Jeep permits the driver to effortlessly park the car 

without much driver interaction in various scenarios, such as parallel parking, backing into 

a space, etc. The authors of this paper considered this to be the easiest entry point to 

control steering in modern vehicles and have proven to use this technology to steer an 

automobile at high speed with CAN messages alone [3]. As youôll see later in this 

document, the PAM technology and module played key roles in several aspects of our 

research.  

 

Figure 5: Display while using PAM system 
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Remote Attack Surface 
The following table is a list of the potential entry points for an attacker. While many people 

only think of these items in terms of technology, someone with an attackerôs mindset 

considers every piece of technology that interacts with the outside world a potential entry 

point.  

Entry Point ECU  Bus 

RKE RFHM CAN C 

TPMS RFHM CAN C 

Bluetooth Radio CAN C, CAN IHS 

FM/AM/XM Radio CAN C, CAN IHS 

Cellular Radio CAN C, CAN IHS 

Internet / Apps Radio CAN C, CAN IHS 

Passive Anti-Theft System (PATS) 

For many modern cars, there is a small chip in the ignition key that communicates with 

sensors in the vehicle. For the Jeep, this sensor is wired directly into the Radio 

Frequency Hub Module (RFHM). When the ignition button is pressed, the on-board 

computer sends out an RF signal that is picked up by the transponder in the key. The 

transponder then returns a unique RF signal to the vehicle's computer, giving it 

confirmation to start and continue to run. This all happens in less than a second. If the on-

board computer does not receive the correct identification code, certain components such 

as the fuel pump and, on some, the starter will remain disabled. 

As far as remote attacks are concerned, this attack surface is very small. The only data 

transferred (and processed by the software on the IC) is the identification code and the 

underlying RF signal. It is hard to imagine an exploitable vulnerability in this code, and 

even if there was one, you would have to be very close to the sensor, as it is intentionally 

designed to only pick up nearby signals. 

 

Figure 6: Display with no key 
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Tire Pressure Monitoring System (TPMS) 

Each tire has a pressure sensor that is constantly measuring the tire pressure and 

transmitting real time data to an ECU. In the Jeep, the receiving sensor is wired into the 

RFHM. This radio signal is proprietary, but some research has been done in 

understanding the TPMS system for some vehicles and investigating their underlying 

security. [7] 

It is certainly possible to perform some actions against the TPMS, such as causing the 

vehicle to think it is having a tire problem, or issues with the TPMS system. Additionally, 

researchers have shown [7] that it is possible to actually crash and remotely brick the 

associated ECU in some cases. Regarding code execution possibilities, it seems the 

attack surface is rather small, but remote bricking indicates that data is being processed 

in an unsafe manner and so this might be possible. 

 

Figure 7: 2014 Jeep Cherokee TPMS display 

  






























































































































































