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Introduction

Examining automotive networks for security vulnerabilities is fun and has real world safety
implications. From the beginning, we wanted to do something that would allow as many
researchers as possible to get involved in this emerging discipline. That is why we
released all of our tools and data from our previous research [1].

We shared exactly what hardware you would need, and provided software in order to

investigate different cars as well as knowledge on how to evaluate the security of vehicles

and possibly develop attacks against them. However, while this was very useful to

aspiring car hacker s, it turns out that the most
the tools/data to start car hacking, but rather researchers do not typically have a car at

their disposal to hack on. While most of the research carried out in this field is non-

destructive and could be performed on your main vehicle, it is still a risky and potentially

expensive proposition to mess with a vehicle you actually need.

The following research was an attempt to reduce this barrier to entry so more researchers
could get involved. We used what we learned, as well as stripping out the electronics
from our test vehicles, to figure out how to set up electronic control units (ECU) on a
workbench. In this way, instead of buying a new car, in order to get started, a researcher
could simply buy an ECU on Ebay and start playing with it. In other words, instead of
paying $40,000 for a vehicle, a researcher can get started for a few hundred dollars.

This research shows exactly how to get an ECU up and running and how to get it to a
state where you can start to evaluate the security of the device. The paper proceeds to
show how to set up an environment very similar to that in the automobile, including
multiple ECUs as well as sensors and actuators. In the end, depending on how ambitious
the researcher happens to be, we even discuss how to hook up these ECUs and other
equipment on a go-cart in order to test attacks against a moving vehicle, still for less than
a tenth of a cost of an automobile. Hopefully, this research will get more people involved
in car security research so that in the future we can have safer and more secure vehicles.
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Putting ECUs on the Bench

The main contribution of this paper is in how to get one or more ECUs working on a
workbench without having to buy a vehicle. Doing so requires some rudimentary
electrical knowledge, comprehension of automotive systems, and a basic understanding
of the Controller Area Network (CAN) protocol.

Capture Traffic from a CAN Bus
Youdbll want to obtain a number of CAN bus traffi
vehicle and only have temporary access to it. Think of every conceivable situation you
may be in: idling, driving, going in reverse, auto-parking, using cruise control, etc.
Captures may be taken via the ODB-II port or directly from the CAN lines using an ECOM
cable and EcomCat, discussed in our previous paper [1]. No matter how careful you are,
youol I oa had morexcaptutes.

(Optional Destructive Step) Observe ECU in Its Native Environment
Locate the wires running into the device that correspond to the CAN network(s). It helps
to have the wiring diagram to locate this. Consider the following diagram for the
connectors for the Ford Power Steering Control Module (PSCM). This ECU has the
simplest connection of any ECU we investigated.

| <=Back Forward =) | <[ 22314 v | D] | &
Description Harness Base Part # Service Pigtail
Connector: poyer sTEERNG | Color 14401 3F881 SeeBelow
C2231A CONTROL MODULE | GY
(PSCM)
Pin Circuit Gauge Circuit Function Qualifier
t CBP25(YE- 20  FUSE- 35 OR CIRCUIT BREAKER
_ GY)
2 VDBO4(WH 20 CONNECTOR - DIAGNOSTIC # CAN
BU) BUS HIGH SPEED HIGH

2 VDBOS {WH) 20 CONNECTOR - DI NOSTIC # CAN

5
5
1 —

PSCM connector-BWAs HiThl -BDmsN ICAW wires can be observe

OO

Once you have identified the CAN wires, cut them. This is the destructive step. Then
hook up an ECOM cable to the CAN lines from the ECU. You will need to add two 120
ohm resistors connecting from CAN-HI to CAN-LO to simulate a full CAN bus, see Figure
below.
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A very small CAN bus

The reason it is ideal to leave the ECU in the car for this step is that you know that the
rest of the wires are hooked up properly, which helps minimize possible error hooking it
up. The ECU will definitely have power and ground, it will also have all of its required
sensors which will be powered and wired properly while receiving legitimate inputs. This
helps to eliminate many of the variables when later trying to get the ECU working outside
of the vehicle.

At this point, you can run ECOMCat and it will dump the traffic originating from this
particular ECU. The traffic may look slightly different (the ECU may be unhappy that it
isnét seeing any CAN traffic), but all the |1DOb6s

Identifying the message ID and message data sent from each ECU is very useful
because, due to the broadcast nature of the CAN bus and the lack of addressing in CAN
messages, there is normally no way to attribute a given CAN message to any particular
ECU.

Power Up ECU on the Bench
As a first try, we connected power, ground, CAN-H, and CAN-L from the ECU. This may
leave a large number of wires not connected to the ECU. Although the setup may result
in the ECU being in an insufficient state for testing, it does provide you with some
valuable information. If the connections are correct, you will see the ECU emit messages
that would normally being going to the vehicl eds
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The CAN network can be setup as show in the Figure above, by having CAN-H and CAN-
L connected to the ECOM Cable and terminated by 2 120ohm resistors. If you eventually
plan to hook up more than one ECUs it is best to use a breadboard, see Figure below.

Mi «CIAN net work on a breadboard

With that in place, all that remains is too hook up the power. For power, we used a 12
volt power supply as seen below. You could also use a 12 volt battery. For example, a
standard car battery.

PVRANNS

NORMAL MODEL: PS-14KX
PROTECTION

(REFER TO OWNER'S MANUAL WHEN LIT)

Desktop 12v Power Supply
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Hook up the positive (+) output to anywhere that the wiring diagram says power, fuse, or
potentially ignition. Hook up the negative (-) output to anywhere that the wiring diagram
says ground. Again, if you plan to hook up multiple ECUs, you may wish to run the power
supply through a bread board to make it easier to power the multiple devices.

Also, in very rare circumstances, there may beaninput t hat you shoul dndt hoc
example, in the Ford ACM/APIM, there is one wire that supplies power only when the car

i's being cranked. This is so the radio doesnot
as much power as it needs. However, if you blindly supply power to that wire, the radio
wonot play, which can be frustrating!

Normally, an ECU will not indicate in any way that it is powered and/or working properly

(or not). In some circumstances, a light may light up or it may make sound, which is very

helpful. However, in most cases, without further investigation, there is no way to tell if

youdve wired it up properly. Worse, there isnot
wrong i f it isnét set up pr ogotemgHCY phencheetup a | at er s
for more details.

The best way to tell if the ECU is working is to run ECOMCat with Ecom cable on the
device. You should see network traffic. You should also be able to talk to the ECU with
diagnostic packets. With this simple setup, you can begin to work on problems like
figuring out what types of protocols the ECU understands, getting security access to the
ECU, figuring out if it supports features like RoutineControl, etc. However, the ECU may
not be fully functional so it may be possible that it supports more features than it lets on at
the beginning. Additionally, the ECU may seem perfectly functional, but it is not. This is
one of the pitfalls of working on an ECU in a make-shift test environment outside the
vehicle.

The whole setup for the Ford Parking Assist Module (PAM) is shown below. Only 4 wires
are actually connected to the ECU, as described above. In an actual automobile, 16
wires would be connected in total. The wiring diagram for the connector is shown in the
next section.
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PAM wired to power and CAN.

Below is an example of a capture taken from the PAM in the aforementioned state.

IDH: 00, IDL: 81, Len: 08, Data: F9 5C 01 00 00 00 00 00 ,TS: 5805

IDH: 00, IDL: 81, Len: 08, Data: F9 5C 01 00 00 00 00 00 ,TS: 6117
IDH: 00, IDL: 81, Len: 08, Data: F9 5C 01 00 00 00 00 00 ,TS: 6431

IDH: 00, IDL: 81, Len: 08, Data: F9 5C 01 00 00 00 00 00 ,TS: 6742

IDH: 01, IDL: OB, Len: 08, Data: 20 00 00 00 00 00 00 00 ,TS: 6746

IDH: 03, IDL: A9, Len: 08, Data: FF BF FB FF BF FB OF FO ,TS: 6750
IDH: 03, IDL: C4, Len: 08, Data: 00 00 00 00 00 00 00 00 ,TS: 6755

IDH: 00, IDL: 81, Len: 08, Data: F9 5C 01 00 00 00 00 00 ,TS: 7056

IDH: 00, IDL: 81, Len: 08, Data: F9 5C 01 00 00 00 00 00 ,TS: 7367

Below is a diagnostic session where we start a programming diagnostic session and then
perform a security access request. The packets going to CAN ID 0736 are sent by us
and the ones going to 073E are sent by the ECU.

IDH: 07, IDL: 36, Len: 08, Data: 02 10 02 00 00 00 00 00 ,TS: 0

IDH: 07, ID L: 3E, Len: 08, Data: 06 50 02 00 19 01 F4 00 ,TS: 180
IDH: 07, IDL: 36, Len: 08, Data: 02 27 01 00 00 00 00 00 ,TS: O

IDH: 07, IDL: 3E, Len: 08, Data: 05 67 01 11 22 33 00 00 ,TS: 1948
IDH: 07, IDL: 36, Len: 08, Data: 05 27 02 CB BF 91 00 00 ,TS: 0

IDH: 0 7, IDL: 3E, Len: 08, Data: 02 67 02 00 00 00 00 00 ,TS: 2154
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Hook Up Sensors and Actuators
Some minor differences emerge when looking at CAN packets captured on the
workbench compared to looking at CAN packets captured from the automobile. Consider
CAN ID 010B. In the real capture it looks like:

IDH: 01, IDL: OB, Len: 08, Data: 60 00 00 00 00 00 00 00
In the bench ECU it looks like
IDH: 01, IDL: OB, Len: 08, Data: 20 0000 0000000000,TS: 6746

Presumably that first byte is some bit field and a particular bit is not set on the bench.
Some ECUs will not function properly if they are missing some sensors or actuators. In
the case of the PAM, this message is an indication that the ECU is having problems and
knows that its sensors are broken or missing. (This information could also be found by
starting a diagnostic session and reading DTC error codes).

In this case, we need to hook up many sensors and a single actuator (the sounder)
according to the wiring diagram, see below.

C4014
Connector Locations
Right side of cargo area behind wheelhouse
Connector Face
Pin Circuit Gauge Circuit Function
1 CBF2S(YE- 22 FUSE-25 ORCIRCUIT BRE
GY)
2 CMPOS(BN- 20 CTRL MOD. - PARKING AID
BU) SOUNDER REAR
3 VDBO4{WH- 22 TOR - DIAGNOSTI(
BU) CAN BUS HIGH SFEED HIGH
4 GD182(BK- 22  GROUND - CROSS MEMBEF
GY) IMIDOLE DRIVER
5  CMPO2 22 CTRL MOD. - PARKING AID
-u- GN-BU) INDICATOR STATUS
: € RMPO9(BU- 20 CTRL MOD.- PARKING AID
GN) SOUNDER REAR

22 CTRL MOD

ASSIST =S

ACTIVE PARK
RLEFT

g 22 CTRL MCD. - ACTIVE PARK
ASSIST # SENSOR RIGHT
S 22 CTRL MCD. - PARKING AID
WH) SENSORS REAR
10 CMP18 22 SWITCH - PARKING AID
(GN-BN)
II ' 11 VBDOS (WH 22 CONNECTOR - DIAGNOSTI(
12 RMPOT 22 CTRL MOD. - PARKING AID
{GN-WH} SENSORS REAR
12 VMP1E(YE- 22  SENSOR- PARKING AID=F
GY) RIGHT INNER}
14 VMP1a 22 SENSCR - PARKINC AID #F
{(WH-CG) (LEFT INNER)
18 VMP15 (YE- 22 SENSOR - PARKING AID #F
GN) LEFT Ol

18 VMFP17 {YE- 22 SENSOR - PARKING AID #F

PAM connectoagwami ng
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Once the sensors are all wired into the PAM, see Figure below, the 010B message will
always display the proper value.

Rear proximity sensors required for ECU to fun

Another example can be seen with the ABS. The message with CAN ID 0215 contains

the wheel speed of each wheel, two bytes per wheel. Here is an example from the
automobile:

IDH: 02, IDL: 15, Len: 08, Data: 35 B9 35 BO 35 A2 35 94

I f you dondét have any wheel sensors BFFF.ed into t
For example, here is a CAN message where one of the wheel sensors has been

removed.

IDH: 02, IDL: 15, Len: 08, Data: 27 10 27 10 27 10 FF FF

If you wish ECUs to behave as in the car, oftentimes they will need to be wired as if they
are in the car.
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