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Detection Routines Case Study
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Case Study: Viewing File System Activity

• Using filemon -l 
• Creates hard links to temporary files 
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Case Study: Viewing Logs
• Using idevicesyslog [libimobiledevice]
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Case Study: Obtaining The Binary
• Dump the binary (facilitated by DYLD and DYLD_INSERT_LIBRARIES 

environment variable)
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Case Study: Obtaining Symbols
• Dump the symbols along with dylib’s to which they belong



IOActive, Inc. Copyright ©2016.  All Rights Reserved.

Case Study: Extracting strings
• Any interesting strings?
• Dump cstring section (same as running strings)

• Knowledge of SEGMENTS and sections important



IOActive, Inc. Copyright ©2016.  All Rights Reserved.

Case Study: Extracting DYLIB’S
• procexp <pid> regions

Dump the library with lldb
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Case Study: Extracting DYLIB’S
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Case Study: Obtaining Classes
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Case Study: Bypassing RootFS Check
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Case Study: Bypassing RootFS Check

statfs func call

Patch here

statfs argument

Presenter
Presentation Notes
TBNZ test the bit to determine if i
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Case Study: Bypassing RootFS Check

Patch here

• Patch register w8
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Case Study: Bypassing RootFS Check
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Case Study: Bypassing Debugger Checks

Changes when 
debugger attached
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Case Study: Bypassing Debugger Checks 
(ppid)

Presenter
Presentation Notes
A process ID value of 1 indicates that there is no parent process associated with the calling process.
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Case Study: Bypassing Debugger Checks 
(ppid)

ppid func callPatch here

Presenter
Presentation Notes
A process ID value of 1 indicates that there is no parent process associated with the calling process.



IOActive, Inc. Copyright ©2016.  All Rights Reserved.

Case Study: Bypassing Debugger Checks 
(ppid)

• parent process id of calling process

Patch here
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Case Study: Bypassing Debugger Checks 
(p_traced)

sysctl func call
Patch here

Presenter
Presentation Notes
sysctl - Get or set kernel state
CTL_KERN     	- top-level name for kernel-specific information
KERN_PROC     	- Indicates that sysctl will return a struct with process entries. 
KERN_PROC_PID  - specifies that the target process will be selected based on a process ID (PID). 
			- Finally, the last item is the PID of that process.
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Case Study: Bypassing Debugger Checks 
(p_traced)

Patch here
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Case Study: Bypassing Fork Check

Call to fork
Return value in X0
Patch CMN W19, #1
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Case Study: Bypassing Fork Check

Patch here
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Conclusion

• Common bugs being closed

• A “new” approach and break from the norm is required for in depth assessments

• Assembly knowledge a MUST for Reversing Engineering
– Low level assembly allows you to bypass many security protections, discover hidden gems and 

then some

• Knowledge of iOS architecture will not only improve your assessments but also provide a 
launching pad for other research

• Disassemblers are your friends (IDA, Hopper, Jtool …..)

• Add the reverse engineering skillset to your arsenal !!! 
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